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Abstract—In this paper we show that causal probabilistic
models can facilitate the design of robust and flexible fusion
systems. Observed events resulting from stochastic causal processes
can be modeled with the help of causal Bayesian networks,
mathematically rigorous and compact probabilistic causal models.
Bayesian networks explicitly represent conditional independence
which facilitates decentralized modeling and information fusion.
Starting with the theory of BNs we derive design and organization
rules for distributed multi-agent systems that implement exact belief
propagation without centralized configuration and fusion control.
In this way we can design multi-agent fusion systems which can
adapt to rapidly changing information source constellations and
can efficiently process large quantities of information.
Keywords: distributed fusion, heterogeneous information,
multi agent systems, Bayesian networks.

I. INTRODUCTION

Contemporary decision making processes require accurate
and quick situation assessment. Particularly challenging and
increasingly relevant is situation assessment in crisis man-
agement processes, such as detection of toxic gases, disease
outbreaks, fires, etc. In such settings, critical hidden events
must be inferred through interpretation (i.e. fusion) of large
quantities of uncertain and very heterogeneous information.
The information can be accessed via static sensors or ad-hoc
sensor networks formed at runtime as sensors are delivered to
the area of interest via mobile platforms (e.g. unmanned aerial
vehicles).

Interpretation of different types of information requires ad-
equate domain models which provide a mapping between het-
erogeneous observations and hypotheses about hidden events.
However, situation assessment in contemporary decision mak-
ing and control settings introduces several substantial chal-
lenges:

• Domains are often complex, which means that models
are abstractions associated with significant uncertainties.

• Information sources are heterogeneous and noisy. The
heterogeneity implies complex domain models.

• Constellations of information sources are often not known
prior to the operation and they change at runtime.

It turns out that causal Bayesian networks (BN) [1], facil-
itate design of robust and flexible fusion systems which can
cope with these challenges. Namely, monitoring processes can
often be viewed as causal stochastic processes, where hidden

events cause observations with certain probability. In such set-
tings, BNs provide a theoretically rigorous and compact causal
mapping between hidden events of interest and observable
events. However, such models must capture every information
source and observation explicitly. Thus, each fusion process
requires a specific domain model which maps observations
from the current constellation of information sources to the
hypotheses of interest. In addition, large numbers of informa-
tion sources require large BNs, which in turn might require
significant communication and processing resources. We can
cope with these problems by introducing modular fusion
systems. In such systems, adequate causal domain models
can be assembled out of basic building blocks as information
sources become available. In addition, a modular approach
supports distribution of partial fusion processes throughout
a network of processing devices. In this way we can avoid
communication and processing bottlenecks.

Causal BNs facilitate decentralized world modeling and
information fusion, because they explicitly capture conditional
independence which is reflected in the factorization of the
joint distributions represented by such BNs [2]. Moreover,
in monitoring processes each event is significantly influenced
only by a small fraction of other events. Such locality of
causal relations and the corresponding factorization provide
a guidance for efficient distribution of models and fusion
processes. In particular, we emphasize the use of Markov
boundaries [3], [4] which can render subsets of variables
within a BN conditionally independent of each other1.

By using Markov boundaries, we derive theoretically rigor-
ous rules for systematic transformation of monolithic BNs into
equivalent distributed models which support efficient and cor-
rect belief propagation; i.e. given a certain set of observations,
the monolithic or distributed approaches yield identical results.
The resulting distributed fusion systems support theoretically
correct fusion without any compilation of secondary prob-
abilistic structures (e.g. Junction trees [5]) spanning several
modules (i.e. agents) and no centralized control of the fusion
and configuration processes is needed. In other words, we can
cope with ad-hoc information source constellations efficiently.

The presented modeling principles are used in Distributed

1If all variables in a Markov boundary are instantiated (i.e. their states
are observed), then the inference based on variables within this boundary is
independent of inference in the rest of the model.



Perception Networks (DPN), which are especially suited for
distributed information fusion in monitoring applications with
ad-hoc sensory infrastructure. The DPNs are multi agent
systems (MAS) [6], where agents implement cooperating pro-
cessing nodes with limited fusion capabilities based on local
BNs (i.e. limited domain knowledge). Beside theoretically
sound information fusion, DPNs implement communication
and cooperation protocols which support self-configuration
of arbitrarily large distributed fusion systems. The resulting
fusion systems compute correct (exact) posterior probabilities
over certain variables of interest by using evidence obtained
from different cooperating agents. DPNs support flexible dis-
tributed fusion systems since the local BNs are designed in
such a way that dependencies between different local fusion
processes from different agents are minimized.

Our approach is complementary to other approaches to
belief propagation in distributed BNs [5], [7]. Contrary to our
approach, these approaches require global secondary structures
for inference or partial coordination of global processes (see
Section IV).

This paper provides a theoretical rationale for new design
principles for Bayesian fusion in MAS. The presented princi-
ples were applied to the design of different demonstrators (see
for example [8]).

II. STATE ESTIMATION WITH CAUSAL BAYESIAN

NETWORKS

We assume that situations can be described through finite
sets of discrete random variables. For example values of binary
variables could represent the presence/absence of fire, smoke,
etc. Moreover, we assume that hidden and observed states
of the domain, such as the presence/absence of smoke or a
report from a smoke detector, materialize through ’sampling’
from some true distribution over the combinations of possible
states. Thus, in a particular situation certain possible states
materialize while others do not. In other words, we assume
that the ground truth corresponds to a point mass distribution
over the possible states of discrete random variables in the
targeted domain. Consequently, state estimation is classifica-
tion of the possible combinations of relevant states. Given
a discrete hypothesis variable H and a set of observations
E , the estimation corresponds to the determination of the
hypothesis ĥ for which the posterior probability P (H|E)
or, equivalently, the joint probability P (H, E), is maximum:
ĥ = argmaxhi

(P (hi, E)). Thus fusion corresponds to the
computation of the joint distribution P (hi, E) over the states
hi and E for every possible hi.

If the observable states are outcomes of stochastic causal
processes then P (hi, E) or P (hi|E) can be computed with
the help of causal Bayesian networks (BN) in a theoretically
rigorous and compact way [1]. A Bayesian network is defined
as a tuple 〈G, P 〉, where G = 〈V, E〉 is a directed a-cyclic
graph (DAG) defining a domain V = {V1, . . . , Vn} and a set
of directed edges 〈Vi, Vj〉 ∈ E over the domain. The joint
probability distribution P (V) over the domain V is defined as
P (V) =

∏
Vi∈V P (Vi|π(Vi)), where P (Vi|π(Vi)) corresponds
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Figure 1. A causal model capturing relations between the possible states,
such as presence/absence of GasX represented by node GasX and different
types of sensor observations. Highlighted portion of the graph captures causal
relations between CondC, sensor propensities SC1

i and sensor reports EC1
j .

to the conditional probability table (CPT) for node Vi given its
parents π(Vi) in the graph. In this paper we assume that each
node represents a discrete variable. In general, the probability
distribution over an arbitrary set of discrete variables can be
computed through marginalization of P (V). BNs in general
can be used as models describing probabilistic relations among
different events. Given a BN we can choose a query node or
hypothesis node H with values hi and compute probability
distribution P (H|E) over H for a given evidence pattern E .
Evidence E corresponds to a certain constellation of variable
instantiations (also configuration) and subsequent inference
results in a distribution P (H|E) which determines a ”score”
P (hi|E) for each hypothesis hi ∈ H .

A. Causal Domain Models of Monitoring Systems

Bayesian networks are relevant for a significant class of
monitoring domains, where we can identify causal relation-
ships between hidden and observed events2. We illustrate this
with the help of a simple gas detection system that makes
use of two different types of sensors as well as reports from
humans (see the causal model in Figure 1). The existence of
GasX3 is represented by binary variable GasX , where the
instantiations GasX = true and GasX = false correspond
to the presence and the absence of GasX , respectively. In ad-
dition, we assume that the system uses two types of chemical
sensors in conjunction with thermometers and hygrometers.
Both types of chemical sensors measure the conductivity
(i.e. electrical current) in a semiconductor exposed to the
contaminated air; GasX reacts with the semiconductor which
influences the conductivity. But each sensor type evaluates the
signal in a different way. States of the binary variable CondC
correspond to the situations where, under ideal circumstances,

2In this paper an event is synonymous to a realization of certain states
3For the sake of simplicity we say that a toxic gas is present if its

concentration exceeds some critical value. Otherwise we say that the gas is
absent.



electrical current in an exposed semiconductor would either
exceed some detection threshold (i.e. CondC = true) or
be below that threshold (i.e. CondC = false). The cur-
rent will exceed the detection threshold with the probability
P (CondC = true|GasX = true) if the gas concentration
exceeded a critical value, i.e. GasX = true. Also, with prob-
ability P (CondC = false|GasX = true) the current might
not exceed the detection threshold despite GasX = true. This
might be due to the presence of another gaseous component
which would inhibit the desired chemical reaction between
GasX and the semiconductor.

Moreover, we assume that GasX = true within a finite
time interval, i.e. time slice. Within such a time slice electronic
circuitry of a sensor evaluates the current and generates a
stream of sensor reports. Let the jth report from a sensor
of type i be represented by a random variable Ei

j . A sensor
report claiming the presence or absence of some hypothetical
phenomenon is expressed by Ei

j = true or Ei
j = false,

respectively. Given the existence of a critical gas concentra-
tion, the ith sensor is considered to be working correctly if
P (Ei

j = true|GasX = true), the probability that a report
from this sensor asserts the presence of the gas, is greater
than P (Ei

j = false|GasX = true), the probability that
a report asserts the absence of the gas. Similarly, given the
absence of a critical gas concentration, the relation P (Ei

j =
true|GasX = false) < P (Ei

j = false|GasX = false)
should be satisfied when a sensor is considered to be working
correctly. In other words, if a sensor works correctly the
majority of the sensor reports should assert the presence or
absence of GasX given GasX = true or GasX = false,
respectively. Nodes C1, . . . , C

3
3 , C2

3 , C1
3 represent states of

critical electronic components in the three sensors.
However, probability distribution P (Ei

j |GasX) does not
depend only on the presence of the phenomenon that we are
trying to infer and the states of the electronic components. For
example, the sensor electronics might fail due to proximity to
a source of electromagnetic noise, the sensor could be covered
by ice, etc. In other words, the true distribution over reports
depends on many factors which are often not well known.
We avoid detailed modeling of causal processes producing
sensor reports by introducing the sensor propensity concept
that represents two types of situations, each corresponding to
certain combinations of the states of the electronic components
and the states in the domain (e.g. conductivity of the chemical
element) [9]. We represent the sensor propensity by a binary
variable Si. Si = true denotes the class of state combinations
which influence the sensing process, such that the probability
of obtaining a sensor report affirming the existence of some
phenomenon is greater than 0.5; i.e. P (Ei

j = true|Si =
true) > P (Ei

j = false|Si = true). Situations corresponding
to Si = false would influence the distribution over types
of sensor reports, such that P (Ei

j = true|Si = false) <
P (Ei

j = false|Si = false).
Besides the semiconductor sensors we assume that there

are humans in the area who have olfactory reactions to
GasX and who submit reports of what they smell via a call

service. These reports are represented by the variable Smell.
Smelling capabilities can be influenced by the temperature
and humidity denoted by variables T and M , respectively.
Such influences are captured by the conditional probability
distribution P (Smell|GasX,M, T ). Similarly, aid workers
might be able to report about health symptoms which are
typical results of exposure to GasX which is denoted by
variable Sympt.

A BN describing causal relations between the aforemen-
tioned variables is depicted in Figure 1 which corresponds to
the following factorization of the joint probability distribution
P (V):

P (V) = P (GasX)P (M)P (T )P (CondC|GasX,M)
· P (Smell|GasX, T,M)P (Sympt|GasX)

· P (SC1
1 |CondC, T,M,C1)P (C1|M,T )

· P (SC1
2 |CondC, T,M,C2)P (C2|M,T )

· P (SC2
3 |CondC, T,M,C3

3 )P (C2
3 |T )P (C3

3 |C1
3 , C2

3 )

· P (C1
3 )

∏

EC1
j ∈E1

P (EC1
j |SC1

1 )
∏

EC1
k ∈E2

P (EC1
k |SC1

2 )

·
∏

EC2
l ∈E3

P (EC2
l |SC2

3 )
∏

ESmell
m ∈E4

P (ESmell
m |Smell)

·
∏

ESympt
n ∈E5

P (ESympt
n |Sympt), (1)

where E1, . . . , E5 denote sets of evidence, from sensors and
humans, corresponding to instantiations in different parts of
the BN. The total evidence set is denoted by E =

⋃5
i=1 Ei.

Also, the third and the fourth line correspond to two sensors
of the same type. Consequently, P (SC1

1 |CondC, T,M,C1) =
P (SC1

2 |CondC, T,M,C2) and P (C1|M,T ) = P (C2|M,T ).
Similarly, P (EC1

j |SC1
i ) are identical for all j.

Note that with each sensor we introduce an independent
partial causal process which is initiated through some hidden
phenomenon. For example, by introducing a new gas sensor
the presence of gas will initiate different processes in the
sensor’s circuitry which will eventually produce sensor reports.
This is reflected in a BN by introducing a new propensity
node as well as nodes representing reports and electronic
components.

B. Temporal Aspects and Context Variables

We assume that the domain’s hidden phenomena are quasi-
static in the sense that they do not change during a single time
slice. For example, in Figure 1 nodes GasX and CondC rep-
resent the presence/absence of gas and increased conductivity
of the semiconductor, respectively. If GasX is present then
we assume that it is present throughout the time slice; i.e.
GasX = true for the duration of the time slice. On the other
hand, within a time slice we obtain several sensor reports at
different points in time. These reports may vary throughout the
time slice. For a significant class of sensors it can be assumed
that the sequence of reports results from a first order Markov



process. However, it has been shown that such a process can
be modeled as a set of branches rooted in a single node,
provided that the hidden phenomenon is quasi-static (see [10]).
Consequently, for each observation from a sequence, which is
obtained within a single time slice, we can append a new leaf
node. In addition, models can feature the so called context
variables which influence the causal processes of interest
but they can be considered independent of these processes.
Therefore, context variables are always represented through
root nodes and remain constant during a time slice, i.e. context
variables are quasi-static. For example, Figure 1 suggests that
different sensors are influenced by the air temperature and
humidity represented by variables T and M , respectively.
However, we can safely assume that the sensing processes do
not significantly influence the temperature and humidity. The
main difference between observations and context variables is
that the former are outcomes of stochastic causal processes
while the later are not.

C. Fusion Based on Inference in Bayesian Networks

Bayesian networks support efficient fusion of very heteroge-
neous information based on rigorous and efficient algorithms
for the computation of probability distributions P (H|E) or
P (H, E) for given observations E . For example, we might
be interested in distribution P (CondC|E = {EC1

1 , . . . , E5
q})

which can be obtained through inference in the BN shown in
Figure 1.

In principle, the computation of P (H|E) or P (H, E) re-
quires marginalization of all variables in the BN except H
and the evidence variables that were instantiated according
to E . If we can express a joint probability distribution over
V as a product of factors corresponding to conditional and
prior probabilities, then the computation can be made efficient
by using appropriate sequences of factor multiplications and
summations over the resulting products. Marginalization can
be very efficient if BNs feature tree topologies by using
lambda-pi message passing algorithm [1]. Often, however,
domain models are described through multiply connected BNs.
This requires that the original BNs be mapped to alternative
representations which facilitates correct marginalization. There
basically exist two ways of doing this:

• Multiply connected BNs can be transformed into sec-
ondary representations, such as Junction trees. Basically,
Junction trees collect nodes from an original BN into
clusters which represent hyper nodes in a tree.

• Through instantiation of certain variables in a multiply
connected BN, we can reduce dependencies, such that
algorithms for simple tree topologies can be applied.

Note that computation of Junction trees and other similar
secondary fusion structures in distributed systems [5], [7]
requires expensive processing and massive messaging. This
in turn can be impractical in domains where constellations of
information sources change rapidly. In such domains we might
never end up with a viable global structure spanning several
agents. Therefore, in this paper we focus on distributed infer-

ence methods which do not require computation of secondary
fusion structures.

D. Locality of Causal Relations

Locality of causal relations in a BN can facilitate decom-
position of inference processes. An important concept is d-
separation [1], [4], which describes how different parts of a
BN can be rendered conditionally independent. Lets assume
a faithful4 DAG G = 〈V, E〉 and mutually disjoint sets of
variables Vi ⊂ V , Vj ⊂ V and Z ⊂ V . Sets Vi and Vj are d-
separated by Z , if instantiation of all variables in set Z makes
arbitrary variable X ∈ Vi conditionally independent of any
variable Y ∈ Vj . D-separation of Vi and Vj given Z in DAG
G is denoted by 〈Vi|Z|Vj〉G . In other words, if all variables
in set Z are instantiated and 〈Vi|Z|Vj〉G , then computation
of probabilities over variables Vi ⊆ V is independent of the
instantiation and belief propagation over variables Vj ⊆ V .

Moreover, d-separation is related to the central concept of
our analysis, the Markov boundary:

Definition 1 (Markov boundary of a single variable):
Given a probabilistic model P (V) over a set of variables V
and a variable X ∈ V , then a Markov boundary B(X) of
X is a minimal set of variables Z for which the following
conditional independence is valid

I({X},Z,V\({X} ∪ Z))P . (2)

where I({X},Z,V\({X} ∪ Z))P denotes that X is condi-
tionally independent of any variable in the set V\({X} ∪ Z)
given the set Z .

Moreover, it can be shown that Markov boundary B(X) of
any variable X in a faithful DAG is the union of all parents
of X , children of X and parents of children of X (see [4] for
the proof).

We can extend the concept of Markov boundary to a set of
variables. This is based on the concepts of parents and children
of a set of variables [3]:

Definition 2: Let G be a DAG over a set V of variables.
Let Vi be a set of variables such that Vi ⊂ V and Vi �= ∅.
Any node X ∈ V\Vi that has a child in Vi is a parent of set
Vi; any node in X ∈ V\Vi that has a parent node in Vi is a
child of set Vi.

By using parents and children of sets of variables we can
define a Markov boundary of a set of variables [3]:

Definition 3: Markov boundary B(Vi) of a set of variables
Vi ⊂ V in a faithful DAG is the union of all parents of set Vi,
children of Vi and parents of children of Vi.

Markov boundary of a set of variables B(Vi) implies that
computation of beliefs of any of the variables in Vi can be
carried out in isolation, independently of inference processes
in the rest of the network for variables V\{Vi ∪B(Vi)}, if all
variables in B(Vi) are instantiated. This is a very important
property which can be exploited for efficient distribution of
models and inference processes (see section III-B).

4Given a probabilistic model P (V) and a DAG G, we say that P and G
are faithful if G entails all conditional independencies in P as well as all
dependencies, i.e. G is a perfect map of P (see [4])



III. DISTRIBUTED FUSION

While BNs can cope with modeling and observation un-
certainties, in contemporary fusion problems we are often
confronted with additional challenges. As we already pointed
out in the introduction, constellations of information sources
change at runtime. However, every information source must be
captured in a BN. Thus for each constellation of information
sources we need a specific BN. In addition, large quantities
of heterogeneous information accessed through the existing
communication and sensing infrastructure often require large
BNs which in turn require significant processing and commu-
nication resources.

These problems can be tackled by introducing modular
approaches to modeling and processing. By using basic fusion
building blocks, each specialized for a limited fusion task,
adequate domain models (i.e. BNs) can be assembled at
runtime as the information sources are discovered. In addition,
fusion in such an assembled network can easily be distributed
throughout several machines thus avoiding processing and
communication bottlenecks. Beside sound and efficient fusion
algorithms, basic fusion modules must support also efficient
communication and cooperation protocols. In addition, a dis-
tributed fusion system should be able to adapt to the cur-
rent situation without intervention of humans, which requires
autonomous behavior; modules should form fusion systems
consisting of relevant modules autonomously and they should
be able to reason about resource allocation with respect to
sensing and processing capacity. In order to be able to cope
with such complex functionality in a systematic way, we make
use of the multi agent systems paradigm [6].

Definition 4 (Fusion Agent): Fusion agent Ai is a process-
ing unit, a module, which can compute probability distribu-
tions over variables in its local BN.

• A local BN is defined through a local DAG Gi = 〈Vi, Ei〉
and a set of conditional probabilities which encode
factorization of a joint probability distribution P (Vi) over
local variables Vi.

• Each agent Ai maintains a set of service variables Ri ⊂
Vi and a set of input variables Li ⊂ Vi.

• Each agent Ai can compute marginal posterior prob-
abilities over the service variables and communicate
this result to other agents that are interested in this
distribution, i.e. agents that have the service variable as
input variable.

Two agents can establish a fusion contract and exchange
local estimates of marginal distributions for any variable
contained in their separator:

Definition 5 (Separator): Given two variable clusters Vi

and Vj corresponding to agents Ai and Aj , the separator
S〈Vi,Vj〉 is defined by S〈Vi,Vj〉 = Vi ∩ Vj

A. Fusion Organization

Each fusion process depends on the constellation of coop-
erating agents, which corresponds to a particular problem/task
decomposition. In this context we use the concept of a Fusion
Organization [9]:

Definition 6 (Fusion Organization): Fusion Organization is
defined by a function F(H,A) : A,H → Ωt, which maps
the set of existing agents A and a query concept (hypothesis
variable) H , i.e. a hidden variable of interest, to a graph Ωt

at timestep t. Ωt is a tuple Ωt = 〈AH , CH〉, where AH ⊆ A
denotes the set of agents that can provide information relevant
for the reasoning about the distribution over the variable
corresponding to the query concept H . CH represents a set
of agent pairs with common separators (see Definition 5).

A global task of a particular fusion organization Ωt is
computation of probability distribution P (H|E) over some
hypothesis variable H ∈ Ri of agent Ai which correctly
reflects the entire evidence set E . This is the case if P (H|E) =
P ′(H|E), where P ′(H|E) is computed through propagation
of the entire evidence E in a monolithic BN which correctly
captures all dependencies between the variables contained
in the local models of agents from Ωt. Correct distributed
computation requires well defined cooperation of fusion agents
since evidence E corresponds to instantiations of variables in
different agents in a fusion organization Ωt.

In the following section we investigate how local BNs
of different fusion agents should be determined in order to
obtain agent organizations which support correct computation
of distributions over hidden variables without (i) any global
compilation of secondary fusion structures (e.g. Junction trees)
and (ii) without centralized fusion control5. We show that this
is possible, if local BNs in different agents satisfy simple
conditions and variables are instantiated in a certain way.

B. Model Decomposition

Given an arbitrarily complex monolithic BN with a DAG
G = 〈V, E〉, we introduce a system of fusion agents such
that each agent Ai is reasoning about a subset of variables
Vi ⊂ V from G. Local BNs with DAGs Gi = 〈Vi, Ei〉 are
obtained through partitioning of a monolithic BN. Each local
BN corresponds to a local domain expertise of an agent Ai.

Moreover, in a multiply connected monolithic BN we can
eliminate dependencies between subsets Vi ⊂ V through
instantiation of variables. In order to be able to systematically
determine which variables should be instantiated, we consider
properties of Markov boundaries. Recall, that if all variables
in the Markov boundary B(Vi) are instantiated, then the
computation of beliefs in one subset Vi ⊂ V can be carried
out in isolation, independently of inference processes in the
rest of the network corresponding to variables V\Vi.

We first introduce rules for the generation of local BNs
from a monolithic BN, which guarantee that all dependencies
between different local graphs are preserved.

Definition 7 (Design Rules): Let DAG G of a monolithic
BN be defined over a set of variables V . From this monolithic
BN we obtain local DAGs Gi by applying the following rules:

1) DAG G is partitioned into n subgraphs G∗
1 , . . . ,G∗

n

defined over sets of variables V∗
1 , . . . ,V∗

n, such that

5Central processes which determine messaging sequences between agents.



V =
⋃

i V∗
i and ∀i �= j : V∗

i ∩ V∗
j = ∅6. All edges

between the variables in V which are also in V∗
i are

also contained in G∗
i for all i.

2) A local DAG Gi is obtained by augmenting G∗
i with all

parents π(V∗
i ) of set V∗

i . Note that, in the local DAG Gi

links between the nodes π(V∗
i ) are omitted if they exist

in the original monolithic BN [9].
3) For each root node X in a local DAG Gi, assign a

uniform prior distribution if X was added to the original
partition G∗

i (see step 2); i.e. X is one of the parents of
V∗

i : X ∈ π(V∗
i ).

Figure 2 shows a system of local BNs which were generated
from the monolithic BN from Figure 1 by using the rules from
Definition 7. In this case the original BN was first partitioned
into V∗

1 = {GasX,CondC, Smell, Sympt, T,M},
V∗

2 = {C1, C2, C
1
3 , C2

3 , C3
3 , SC1

1 , SC1
2 , SC2

3 },
V∗

3 = {Esmell
1 , . . . , Esmell

p }, V∗
4 = {Esympt

1 , . . . , Esympt
q },

V∗
5 = {EC1

1 , . . . , EC1
m }, V∗

6 = {EC1
m+1, . . . , E

C1
n } and

V∗
7 = {EC2

1 , . . . , EC2
o }. These sets were used for the

construction of local graphs shown in Figure 2.
Proposition 1: By removing from Gi all parents of G∗

i and
nodes that have children outside of the original partition G∗

i

we obtain a new subgraph G′
i with V ′

i . Set Vi\V ′
i is V ′

is Markov
boundary B(V ′

i). See the proof in [9].
In other words, by using the design rules, we find local

graphs Gi in which we can trivially identify a minimal set
of variables whose instantiation renders the computation in
the original partitions G∗

i independent of other variables in
the original monolithic graph G. Note that the variables in
the resulting Markov boundaries B(V ′

i) are shared between
different partitions Gi, while the variables within a B(V ′

i) are
used only in Gi.

Note also an important property of local BNs obtained
by using the rules from Definition 7: a nonempty separator
S〈Vi,Vj〉 = Vi ∩Vj �= ∅ between any two local DAGs Gi and
Gj is necessarily a d-sepset (see [7] for a definition). We know
from [7] that Vi\S〈Vi,Vj〉 and Vj\S〈Vi,Vj〉 are d-separated
if and only if S〈Vi,Vj〉 is a d-sepset.

By leaving uninstantiated variables in B(V ′
i) we allow

a flow of information (local beliefs) between agents that
have common variables. In this way local inference processes
become dependent. However, we can limit dependencies and
avoid inefficient inter-agent synchronization of local inference
processes with the help of simple assembly and instantiation
rules:

Definition 8 (Assembly Rules): Fusion Organization Ωt

consisting of agents with local BNs obtained by using design
rules from Definition 7 is formed as follows:

1) In any nonempty intersection of Markov boundaries
B(V ′

i) ∩ B(V ′
j), j �= i all variables but one are instan-

tiated.
2) A system of n cooperating fusion agents is assembled

through a sequence of expansion steps. Agent Ai can

6Note that, we make no claims about how an optimal partitioning of a
monolithic graph should be obtained.
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Figure 2. A distributed BN which supports inference that is equivalent
to inference in the original monolithic BN shown in Figure 1. Each dashed
rectangle is a local BN featuring DAG Gi constructed by using design and
assembly rules from Definitions 7 and 8, respectively. Dashed arrows show
the flow of the inter-agent fusion messages.

join the current fusion organization Ωt if there exists
exactly one agent Aj ∈ Ωt, such that intersection
B(V ′

i)∩B(V ′
j) �= ∅ and this intersection contains exactly

one uninstantiated variable (see IV for a discussion);
i.e. agent Aj already included in the current fusion
organization Ωt reasons about a subset of variables
which are relevant also for agent Ai and enhanced
fusion organization Ωt+1 is obtained as a new fusion
contract is established between Ai and Aj .

In the example shown in Figure 2 variables M and T were
instantiated. Consequently, in any nonempty intersection of
two Markov boundaries there was a single non-instantiated
variable. For example B(V ′

1) ∩ B(V ′
2) = {CondC,M, T}.

Note that by using design and assembly rules from Def-
initions 7 and 8 we cluster factors from original multiply
connected BNs.

C. Distributed Inference

The distributed inference in a fusion organization Ωt is
based on sharing results of belief propagation in local BNs.
Agent Ai runs Algorithm 1 upon receiving from some other
agent Aj distribution Pin(Xj |Et

j) over a variable from a
common separator Xj ∈ S〈Vi,Vj〉. The algorithm outputs
distributions Pout(Xk|Et\Et

k) over uninstantiated variables Xk

in each separator except the separator S〈Vi,Vj〉 containing
variable Xj whose distribution Pin(Xj |Et

j) was supplied by
agent Aj . Agent Ai with n separators thus computes and com-
municates to other agents n− 1 distributions Pout(Xk|Et\Et

k)
for all uninstantiated variables Xk �= Xj . Pout(Xk|Et\Et

k) is
distribution over variable Xk ∈ S〈Vi,Vk〉 shared with agent
Ak.



Algorithm 1: Local fusion algorithm

procedure : LocalFusion(Pin(Xj |Et
j ))

initialization: Create a list I of uniform distributions I = {Pin(X1|Ej = ∅), . . . , Pin(Xn|Ej = ∅)} for non-instantiated variables in
each separator. Instantiate all context variables Xp ∈ Bi (i.e. set P (Xp) to corresponding point mass distributions).

Replace the distribution Pin(Xj |Ej) in list I with Pin(Xj |Et
j ) received from agent Aj : Pin(Xj |Ej)← Pin(Xj |Et

j );1
For the uninstantiated variable Xk in each separator S〈Vi,Vk〉 except S〈Vi,Vj〉 compute:2

Pout(Xk|Et\Et
k) = α

∑

Vi\Xk

P (Vi)
∏

Pin(Xm|Em)∈I\{Pin(Xk|Ek)}
Pin(Xm|Em)

∏

Xp∈Bi

P (Xp),

where α is a normalizing constant;
For each uninstantiated separator variable Xk except Xj communicate Pout(Xk|Et\Et

k) to the agents whose local models contain Xk;3

For any variable Xk ∈ Vi we can compute posterior distribution given the entire current evidence Et:4

P t(Xk|Et) = α
∑

Vi\Xk

P (Vi)
∏

Pin(Xm|Em)∈I
Pin(Xm|Em)

∏

Xp∈Bi

P (Xp),

Given rule 2 from Definition 8, Ωt corresponds to a tree,
where agents are represented by nodes while separators corre-
spond to links. If we see agent Ai as a root of this tree, then
we can identify a branch connected to Ai via agent Ak. In this
context, Et\Et

k denotes evidence which has been injected into
the entire system of agents that are in the fusion organization
Ωt except the branch connected to Ai via agent Ak up to the
time t. Similarly, Et

j denotes evidence that has been injected
into the portion of Ωt corresponding to the branch connected
to Ai via agent Aj .

Note that the local computation of Pout(Xk|Et\Et
k) and

P t(Xk|Et) can be based on any standard approach to belief
propagation in arbitrarily complex local BNs, such as Junction
tree propagation [7]. Since a local BN of an agent does not
change, the local Junction tree in each agent can be computed
prior to the operation. Also, the presented algorithm guarantees
that every variable in any local BN is updated as a new piece
of evidence is entered into an arbitrary local BN.

Proposition 2: A fusion organization of agents Ωt imple-
ments correct belief propagation if (i) each agent runs algo-
rithm 1, (ii) local BNs are obtained by using design rules from
Definition 7 and (iii) the assembly of a fusion organization is
based on rules from Definition 8. See the proof in [9].

In such a system, we can implement propagation which
is equivalent to the two-phase propagation; i.e. marginal
probability of every variable correctly reflects all priors and
the entire evidence injected into different parts of Ωt.

Note, in contrast to other approaches to distributed belief
propagation in BNs [5], [7], the presented method does not
require any compilation of Junction trees spanning over several
agents. Instead, the presented approach makes use of local BNs
directly. Due to the induced conditional independencies the
partial results from the local fusion processes can be shared
without any synchronization of different fusion processes.

IV. DISCUSSION

We showed that causal Bayesian networks (BN) facilitate
design of efficient and robust distributed fusion systems,
since (i) they support compact representation of complex

uncertain relations between heterogeneous variables and (ii)
allow efficient inference (i.e. computation of probability dis-
tributions). BNs explicitly capture conditional independence,
which reflects locality of causal relations. This allows very
efficient modeling and reasoning about domains where each
event is significantly influenced only by a small fraction of
other events. For example, in monitoring systems hardware
components or reports from one sensor do not influence
hardware or reports from another sensor.

We can exploit locality of causal relations for efficient
distribution of models and inference processes. By using
the concept of Markov boundaries, we introduced design
and assembly rules which can be used for building flexible
distributed fusion systems. The design rules prescribe how
local BNs of basic fusion modules are obtained through
partitioning of monolithic BNs. The assembly rules, on the
other hand, prescribe how the basic fusion modules must be
organized and how the dependencies between the modules are
reduced through instantiation of certain variables. Intersections
of Markov boundaries provide guidance for the choice of
variables that should be instantiated. The resulting distributed
fusion systems have the following properties: (i) they support
exact belief propagation without any computation of junction
trees spanning several agents; each agent runs an arbitrary
algorithm for exact belief propagation in arbitrarily complex
local BNs. Locally, agents can use Junction trees, which are
compiled prior to the operation; (ii) they do not require any
centralized control of fusion or organization processes (see
[9]).

Such fusion systems support exact belief propagation even
in settings where constellations of information sources are not
known prior to the operation and can change at runtime.

The presented approach is applicable to arbitrarily complex
BNs. However, the approach is efficient if the intersections of
Markov boundaries of different local BNs are relatively small.
Fortunately, this is often the case with the causal models of
monitoring processes. Such BNs typically consist of several
network fragments which are conditionally independent given
small sets of variables.



A relevant question is, whether the assumption about deter-
ministic observations of context variables is realistic. Often
these variables represent phenomena which can easily be
measured with cheap and reliable sensors (e.g. temperature,
humidity, wind speed, etc.). In addition, context variables serve
as ”global” variables used by many agents. Consequently,
we might introduce a sensor of very high quality, whose
measurements are communicated to several fusion agents
with the corresponding context variable; i.e. in such cases
investment in expensive equipment pays off.

Also, it can be very difficult to obtain CPT parameters pre-
cisely describing the true distributions over the combinations
of the propensity states and states of the related phenomena.
However, with the help of the recently introduced theory of
Inference Meta Models [11], we can show that certain types of
BN topologies in combination with instantiation of variables
support very accurate estimation with asymptotic properties,
even if we use parameters that deviate from the true distribu-
tions significantly. This is the case if (i) the domain models
feature many conditionally independent fragments and (ii) the
modeling parameters correctly capture very simple greater-
than/smaller-than relations between the probabilities in the true
distributions7. We can assume that such relations can easily
be identified by experts or extracted from relatively small
data sets with the help of machine learning techniques. Note
that models of monitoring processes often feature inherently
robust topologies, which is a consequence of locality of causal
relations.

The introduced design principles were used in Distributed
Perception Networks (DPN) [8], [9], a MAS framework sup-
porting design of complex agent based fusion systems. DPN
are in essence distributed self organizing classifiers, which
consist of agents capturing heterogeneous domain expertise.
Agents wrap information sources and provide uniform com-
munication and fusion protocols. In contrast to other ap-
proaches to distributed inference in BNs, the DPN framework
supports theoretically correct fusion which does not require
any compilation of secondary fusion structures (e.g. junction
trees and [7]) that span several modules. As new information
sources wrapped by DPN agents enter the scene, the domain
models of fusion systems are adapted on the fly, without any
centralized control. DPN agents wrapping mobile sensor suites
supply local BNs, arbitrarily sophisticated sensor models,
which are plugged into the overall system as the agents join
the fusion organization. In other words, each agent contributes
a local model which relates agent’s observations with the rest
of the distributed causal model.

The presented approach to distributed fusion is complemen-
tary to other well known approaches to inference with dis-
tributed Bayesian networks, such as [5], [7]. In contrast to our
method, these approaches cannot efficiently cope with domains

7For example, assume the true conditional probabilities over binary vari-
ables E and C: P (e|c) = 0.7, P (e|c) = 0.3, P (e|c) = 0.4 and P (e|c) =
0.6. We say that a conditional probability table correctly captures relations
between these probabilities if its parameters (i.e. conditional probabilities
P̂ (E|C)) satisfy very simple relations: P̂ (e|c) > 0.5 and P̂ (e|c) < 0.5.

where information source constellations are not known prior
to the operation and can change at runtime. MSBN approach
[7] is a sophisticated computational framework where agents
collaboratively compile a secondary probabilistic structure
spanning several agents. This, however, requires expensive
processing and massive messaging which, in turn can be
impractical in domains where constellations of information
sources change rapidly. In such domains we might never end
up with a viable global structure, since the time to obtain a
secondary structure might be too long. The MSBN principles
have been used as a basis of the approach in [3], which makes
use of Markov boundaries in order to reduce the complexity
of inference processes in MSBNs. In this approach, agents
collaborate to find observable Markov boundaries. However, in
contrast to our approach, it does not use Markov boundaries in
the design phase (distribution) and it does not avoid the compi-
lation of secondary structures spanning several agents. Another
well known approach to distributed inference in Bayesian
networks is robust message passing [5], which requires that
the full model of the problem domain is known prior to the
operation. Again, this requirement is a serious drawback in
domains that are targeted by the DPN approach. There exist
also approximate inference methods. Particularly interesting
is loopy belief propagation [12], which avoids compilation
of Junction trees or reduction of independencies through
instantiation of variables. However, loopy belief propagation
does not guarantee a good convergence and it requires massive
messaging.
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