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The Revelations

• A series of exposés beginning June 5, 
2013 revealed Internet surveillance 
programs such as PRISM, XKeyscore
and Tempora, as well as the 
interception of US and European 
telephone metadata. 



NSA:
“Collect it all, 

know it all, 
exploit it all”



Snowden personalia

• Edward Joseph Snowden
• Elizabeth City (NC), 21 juni 1983 
• Former employee of the CIA 
• System manager subcontracted from the company Booz 

Allen Hamilton by the National Security Agency (NSA)
• In june 2013 Snowden leaked classified information on a 

number of espionage activities by the NSA on the Internet
• Activities included global surveillance programs run by 

NSA & Five Eyes Intel Alliance and many other agencies



Internet Backbone









Multiple colors / Fiber

Per fiber: ~ 80-100 colors * 50 - 100 GHz
Per color: 10 – 40 – 100 – 400 - 800 Gbit/s
Max total: ~ 40 in C and 90 in C+L band =>
~ 32 – 72 Tbit/fiber max.

Wavelength Selective Switch

New: Hollow Fiber!
è less RTT!



Gridless colors.



Undersea Cable System
https://www.businessinsider.com/map-shows-extent-of-undersea-internet-cables-that-russians-could-cut-2017-12?international=true&r=US&IR=T



A cable landing station may or may not be required, depending on whether, for example, the submarine 
cable requires power to power submarine repeaters or amplifiers. The voltages applied to the cables can 

be high 3,000 to 4,000 volts for a typical trans-Atlantic telecommunications cable system, and 
1,000 volts for a cross-channel telecommunications cable system. Submarine power cables can operate at 

many kilovolts: for example, theFenno-Skan power cable operates at 400 kV DC.

http://en.wikipedia.org/wiki/Fenno-Skan
http://en.wikipedia.org/wiki/High-voltage_direct_current


Undersea Cable HV
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The GLIF – LightPaths around the World
F Dijkstra, J van der Ham, P Grosso, C de Laat, “A path finding implementation for multi-layer networks”, Future Generation Computer Systems 25 (2), 142-146.
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Revelations on:
name orig partners purpose

Xkeyscore USA D, S searching and analyzing global Internet data

PRISM USA AU, UK, 
NL collect info from Micro$oft, Google, Facebook, Apple

ECHELON USA 5Y global network to eavesdrop on telephones, faxes and computers, bank accounts

Carnivore USA Monitor electronic communications using customizable packet sniffer on target user's Internet

DISHFIRE USA UK covert global surveillance collection system and database

Stone Ghost USA information sharing and exchange between the United States, the United Kingdom, Canada and Australia

Tempora UK USA Telcos: BT, Interoute, L3, Global Crossing, Verizon, Viatel, Vodafone cable

MUSCULAR UK USA records from internal Yahoo! and Google

Frenchelon FR French global network to eavesdrop on telephones, faxes and computers, bank accounts

Fairview USA AT&T collect phone, internet and e-mail data of foreign countries' citizens at major cable landing stations and 
switching stations inside the United States

MYSTIC USA collect the metadata as well as the content of phone calls from several entire countries

DCSN USA FBI surveillance system to perform instant wiretaps on almost any telecommunications device in the US

Boundless Informant USA a big data analysis and data visualization tool

BULLRUN USA to crack encryption of online communications and data (UK -> Edgehill)

PINWALE USA Digital Network Intelligence, including internet e-mail

Stingray USA IMSI-catcher, cellular phone surveillance device, manufactured by Harris Corporation

LOVEINT USA Spying on colleague's, spouses J



TEMPORA
• buffer most Internet communications that are extracted from fibre-optic 

cables
• Collate online and telephone traffic
• Data from fibre-optic cable communications.
• Data is preserved for three days, metadata for thirty days. (info from 2014)
• By May 2012 300 GCHQ analysts and 250 NSA analysts had been assigned 

to sort data.[4] 
• About 850,000 people have security clearance to access the data.
• Tempora said to include recordings of telephone calls, content of email 

messages, Facebook entries and personal internet history of users.
• Snowden said of Tempora that "It's not just a U.S. problem. “They [GCHQ] 

are worse than the U.S.”
• Dutch programs, e.g. iColumbo
• https://www.flusso.nl/Werk/big_data-nationalepolitie/
(links may have been be removed by now)

https://www.flusso.nl/Werk/big_data-nationalepolitie/


^ Stands for Digital Network Intelligence



This is from 2013



Utah data center
https://nsa.gov1.info/utah-data-center/



Utah data center

• capable of storing data on the scale of yottabytes (1 yottabyte = 1 trillion terabytes, or 1 quadrillion gigabytes or 10^24).
• Its purpose – as the name implies – is to support the Comprehensive National Cybersecurity Initiative (CNCI), including 

storing details of people's mobile phone and internet use, though its precise mission is secret
• The planned structure is about 1.25 million square feet and cost $1.5 billion when it was completed in May 2014.
• One report suggested that it also cost another $2 billion for hardware, software, and maintenance.
• The facility is estimated to have a power demand of 65 megawatts, costing about $40 million per year.



https://en.wikipedia.org/wiki/XKeyscore

















New Internet Technology

• SDN, NFV, OpenFlow, p4
• Decoupling logic from forwarding plane
• Rules that encode in forwarding plane TCAM’s

– Ternary Content Addressable Memory
• Easier to implement surveillance at capacity!

Router

Computer Router

Controller





Encryption?
The NSA follows specific procedures to target non-U.S. persons 
and to minimize data collection from U.S. persons. 

These court-approved policies allow the NSA to:
• keep data that could potentially contain details of U.S. persons for up to 

five years;
• retain and make use of "inadvertently acquired" domestic communications 

if they contain usable intelligence, information on criminal activity, threat of 
harm to people or property, are encrypted, or are believed to contain any 
information relevant to cybersecurity;

• preserve "foreign intelligence information" contained within attorney–client 
communications

• access the content of communications gathered from "U.S. based 
machine[s]" or phone numbers in order to establish if targets are located in 
the U.S., for the purposes of ceasing further surveillance.

https://en.wikipedia.org/wiki/Attorney%E2%80%93client_privilege


Computing vs Data

Space per unit cost 
has doubled roughly 
every 14 months
(Kryder’s law). 

http://www.mkomo.com/cost-per-gigabyte

Computing per unit 
cost has doubled 
roughly every 18 
months (Moore’s law). 

So: data becomes 
exponentially 

uncomputable. 



NSA seeks to build quantum computer that 
could crack most types of encryption

HOW BAD IS IT?
If you take the development of serious quantum computing 
power as a given, all of the encryption methods based on 
factoring primes or doing modular exponentials, most notably 
RSA, elliptic curve cryptography, and Diffie-Hellman are all in 
trouble. Specifically, Shor’s algorithm, when applied on a 
quantum computer, will render the previously difficult math 
problems that underlie these methods trivially easy almost 
irrespective of chosen key length. That covers most currently 
used public-key crypto and the key exchange that’s used in 
negotiating an SSL connection. 

http://hackaday.com/2015/09/29/quantum-computing-kills-encryption/Post Quantum encryption
• https://en.wikipedia.org/wiki/Post-quantum_cryptography
• https://www.schneier.com/blog/archives/2016/07/googles_post-qu.html
• https://eprint.iacr.org/2015/1092.pdf

Note the difference
ç==



Fact & Fiction

• Claims that BT pre-cooks adsl modems to send information from home 
networks to NSA and British Intelligence
• http://cryptome.org/2013/12/Full-Disclosure.pdf
• Modem connects to specific IP addresses at boot time

• Critical responses:
• DOD uses lots of address space that is not publicly routed

• http://blog.erratasec.com/2013/12/dod-address-space-its-not-conspiracy.html
• See also the comment:

"lucent uses 152.148.0.0/16 for 'management' on lots of their old big 
telco iron as if it was RFC-1918 space. (...)”

• Also BT-competitor AAISP claims this is FUD:
• https://s.aa.net.uk/1871

• Claims: "They use DOD space because it's not internet-routable, and it’s 
for the TR-069 ( http://en.wikipedia.org/wiki/TR-069 ) service. This is 
*NOT* news."
• http://www.bit-tech.net/news/hardware/2013/12/17/bt-back-door/1

http://cryptome.org/2013/12/Full-Disclosure.pdf
https://s.aa.net.uk/1871
http://www.bit-tech.net/news/hardware/2013/12/17/bt-back-door/1


What has this to do with the National 
Science quiz 2013?

• Q13: For an illness that 1 out of 1000 people suffer, a 99% accurate test is 

developed. You are tested with that method and found bearer of the illness. 

What is the probability that you really have the specific illness?

• Choose: [ A: 99%,  B: 50%,  C: 9% ]

• Answer C: because you are in the set of true and false positives!

• Suppose the accuracy of PRISM, Tempora, Xkeyscore, etc. is 99% and 1 out 

of 100000 of the subjects are indeed terrorists

• False positives among 100k … ~1000 !

• Send in the drones: http://www.businessinsider.com/nsa-cia-drone-program-2013-10?international=true&r=US&IR=T



I will 
follow 
you!

<iframe
src="//www.facebook.com/plugins/like.php?href=http%3A%2F%2Fwww.facebook.com%2Fcnni
nternational&amp;send=false&amp;layout=button_count&amp;amp;width=450&amp;show_faces=fal
se&amp;action=like&amp;colorscheme=light&amp;font=arial&amp;height=21” …></iframe>















https://www.wired.co.uk/article/doug-rushkoff-hello-etsy

US Senate Interviews



http://www.informationisbeautiful.net/visualizations/worlds-
biggest-data-breaches-hacks/



http://www.informationisbeautiful.net/visualizations/worlds-
biggest-data-breaches-hacks/



Thesis Matthijs Koot
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TOR:  third-generation onion routing project 
of the U.S. Naval Research Laboratory.



TOR:  third-generation onion routing project 
of the U.S. Naval Research Laboratory.



TOR:  third-generation onion routing project 
of the U.S. Naval Research Laboratory.



Some remarks
• Not everyone is interesting
• False positives disastrous
• The Internet does not forget
• Asymtotic loss of privacy
• Trying to hide can also trigger!
• Governments may be spooky, don’t forget Industry!
• NSA candy store:

– http://en.wikipedia.org/wiki/NSA_ANT_catalog



IETF

RFC 7258, Pervasive Monitoring Is an Attack. 
Author: S. Farrell

This document states that "Pervasive monitoring 
is a technical attack that should be mitigated in 
the design of IETF protocols, where possible." 



Q & A


