
Cees de Laat   !

Internet Innovation to support Science!
Privacy security aspects! 



Internet"
From a network experiment that never ended (Vint Cerf)"
•  1974:  for the first time the word internet (RFC 675 - Specification of Internet 

Transmission Control Program) [note -> Open process!]!
•  1981: the TCP/IP standard was ready to be adopted (RFC 791,792,793)"

To a network for society"
•  1989: WWW was born"
•  2010 "

"
"

•  Jan 2011 ! IANA IPv4 address space depleted!  !"
June 8th @ UvA"

Ipv6day.nl"



Internet is a Billion - Business!"
Google "197"
Amazon "83"
Facebook "50"
BAIDU "37"
eBay "36"
Yahoo "22"
PriceLine "21"
SalesForce "18"
F5 Networks "11"
CheckPoint "9"
NetFlix "9"
Expedia "7"

e.g.: !Exxon Mobil "368"
"Apple Inc. " "333"

!

1 miljard in 100$ biljetten !

Monday 3 January 2011"



Internet!
developments"

… more users! 

… more data! 

… more realtime! 

Speed!
Volume!

Deterministic!
Real-time!

Scalable!
Secure!





GPU cards are distruptive!"

500$!

20.000.000$!

Top 500!
!
#1!

#500!

7 year!



Data storage: doubling every 1.5 year!"



Multiple colors / Fiber"

Per fiber: ~ 80-100 colors * 50 GHz"
Per color: 10 – 40 – 100 Gbit/s"
BW * Distance ~ 2*1017 bm/s"

Wavelength Selective Switch!

New: Hollow Fiber!"
" less RTT!"



Wireless Networks"
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Wireless Networks"



Wireless Networks"
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ATLAS detector @ CERN Geneve"

Henk!
Ingrid!&"



ATLAS detector @ CERN Geneve"



Technol"
100000 flops/byte!

10 Pflops/s!

Status 2002!!



!

Status 2011!!



2 ms!
3 ms!

In The Netherlands SURFnet 
connects between 180: 

-  universities; 
- academic hospitals;  
- most polytechnics;  
-  research  centers. 

with an indirect ~750K user 
base 

~ 8860 km"
scale 
comparable 
to railway 
system"

x"

x"

x"

x"x"



GLIF 2008" Visualization courtesy of Bob Patterson, NCSA 
Data collection by Maxine Brown. 

We investigate:           for"
complex networks!"





Management 

Visualisation 

Mining 

Web2.0 

Media 

Backup 

Security 

NetherLight!
Meta 

CineGrid 

Medical 

TV 

Gaming 

Conference 

RemoteControl 

Clouds 

Distributed 
Simulations 

Predictions 

EventProcessing 
StreamProcessing 

Workflow 

DataExploration 



Use AAA concept to split (time consuming) service 
authorization process from service access using secure 

tokens in order to allow fast service access. "

Service"

HRM!

Network!
Service!

Service!
Provider!

A!

User!

User!
Home!
Org!

Finance!

Work!
Group!

Service!
Provider!

B!

Network!
Service!

T!T!T!

T! T!

ref Leon Gommans"



Token Based networking"
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• Microsoft Meeting, 30 March 2006, UvA    35 

SARA AMC 

VU Psychiatry UvA Psychology Home 

Virtual Lab for Neurosciences: 
Resources 

Instruments 

Grid 
Access 
Point 

Research 
Workstation 

3T MRI 

Internet 

Research 
Workstation 

Storage 
Element 
(SRB) 

Compute 
Element 
(Matrix) 

Research 
Workstation 



 
 

• 36 

Smart House  

Plug-in (hybrid) 
electric cars 

Added green 
power sources 

Smart thermostats, 
appliances and in-home 
control devices 

Real-time and green 
pricing signals 

High-speed, 
networked 
connections 

Customer interaction 
with utility 

Focus area 1"



 
 

• 37 

The future: smart grids 



Anonimiteit of her-identificeerbaarheid"

1.  Empirische analyse van GBA"
2.  Kansrekening, bijv. kans op niet-uniciteit:"

€ 

€ 

1− ( n−1n )
k−1

Privacy"
thermometer! "



SNE-Master"•  RP’s"
–  2005-21 Beveiliging banktransacties."
–  2005-30 SURFnet Intrusion Detection System (IDS)."
–  2006-22 Beveiliging grote overheids organisatie: CERT procedures."
–  2006-24 Beveiliging grote overheids organisatie: Vertrouwd Toegangspad."
–  2007-23 CERT noodnet."
–  2007-32 Veiligheid van update mechanismen."
–  2007-41 Onderzoek naar de beveiliging van de wegwerp OV ritten kaart."
–  2008-18 Security and Reliability of Automated Waste Registration in The Netherlands."
–  2008-22 Detection of peer-to-peer botnets."
–  2008-33 Slimme meters."
–  2008-41 Security en privacy in het Landelijk Schakelpunt."
–  2009-02 Online Banking: Attacks & Defences."
–  2009-07 Browser Security."
–  2009-41 The DFRWS 2009 Challenge."
–  2010-07 Modern Age Burglars."
–  2010-15 Horse-ID."
–  2010-34 GPU-based password cracking."
–  2011-43 Passive LAN information gathering."
–  2011-08 PersLink Security."
–  See: http://http://www.science.uva.nl/~delaat/sne-2010-2011/index.html"



Challenges"
•  Data – Data – Data"

–  Archiving, publication, searchable, transport, self-describing, DB 
innovations needed, multi disciplinary use"

•  Virtualisation"
–  Another layer of indeterminism"

•  Greening the Infrastructure"
–  e.g. Department Of Less Energy: http://www.ecrinitiative.org/pdfs/ECR_3_0_1.pdf"

•  Disruptive developments"
–  BufferBloath, Revisiting TCP, influence of SSD’s & GPU’s"
–  Multi layer Glif Open Exchange model"
–  Invariants in LightPaths (been there done that #)"

•  X25, ATM, SONET/SDH, Lambda’s, MPLS-TE, VLAN’s, PBT, OpenFlow, …."
–  Authorization & Trust & Security and Privacy"



ECO-Scheduling"



€ € € € € €"


