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Context 

SARNET AllianceSARNET Alliance

Strategic Level

Tactical Level

Operational 

Level

1

2

SARNET

Ameneh Deljoo (PhD):

Why create SARNET Alliances?

Model autonomous SARNET

behaviors to identify risk and benefits

for SARNET stakeholders

Gleb Polevoy (PD):

Determine best defense scenario 

against cyberattacks deploying 

SARNET functions (1) based on  

security state and KPI information (2).

Ralph Koning (PhD)

Ben de Graaff (SP):

1. Design  functionalities needed to 

operate a SARNET using SDN/NFV 

2: deliver security state and  KPI 

information (e.g cost)
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Control loop

Detec�on phase: Detect, 

Classify, Analyze

Decision phase: 

Risk, Decide

Response phase: 

Respond, Adjust, 

Measure

Learn phase: 

Learn (with input form 

other phases)
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Effectiveness and Impact
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Effectiveness and Impact (2)

Attack Start

Detect
Baseline

Revenue
Recovered

Implement

Attack Stop

Max Recovery

Transactions

Threshold
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Environment
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Scenario 

Screenshot here
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Observables 

Metrics screen
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DDOS recovery time
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CPU attack recovery time



10

Example: DDoS attack
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Conclusions

● Detection and response times are 

dependent on attack characteristics.

● Determining effectiveness is a crucial .rst 

step towards ranking ranking 

countermeasures and self-learning.
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Future work

● Metrics and Learning

– Adaptive observable thresholds

– Combined attacks

● Multi domain

– Cooperative vs non-cooperative domains

● Intelligence sharing

– Sharing detection algorithms and 

countermeasures using containers



  

h ps://sarnet.uvalight.net/

mailto: r.koning at uva.nl
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